IDENTITY THEFT PREVENTION POLICY
It is the policy of Pediatric Partners, P.A. to protect confidential patient information.  This policy is established to detect, prevent and mitigate identity theft in connection with any covered patient account. 
Pediatric Partners, P.A. will comply with The Federal Trade Commission (FTC) “Red Flag Rule” to identify any practice or specific activity that indicates the possible existence of identity theft.  The following procedure has been established to protect individual identity:
I. Identity of Relevant Red Flags

A. Presentation of suspicious documents

B. Presentation of suspicious personal identifying information

C. Unusual or suspicious activity related to a covered account
D. Notice from authorities or other persons regarding possible identity theft in connection with a covered account

II. Detection of Red Flags

A. Documents provided for identification appear to have been forged or altered

B. Personal identifying information provided is not consistent with other personal identifying information provided by the patient

C. The SSN provided appears to have been submitted by another patient

D. Patient cannot produce an insurance card or other physical documentation of insurance

E. Records showing medical treatment that is inconsistent with a physical examination or with a medical history as reported by the patient

F. Inquiry from an individual based on receipt of an invoice or document for another individual, or for healthcare services not received

G. Mail sent to the patient is returned repeatedly as undeliverable

III. Prevention and Mitigation of Identity Theft

A. Require patient to provide additional verifying information
B. Monitor covered accounts for evidence of identity theft

C. Investigate patient complaints and review records to identify any inaccurate information and re-verify identifying information with patient
D. Investigate complaints and interview patients as appropriate and re-verify identifying information with patient
E. Notify law enforcement as appropriate

IV. Update and Review of Identity Theft Policy

A. Continue to monitor information on new identity theft threats
B. Change methods of identifying and mitigating identity theft as appropriate

C. Continue to verify identifying documents and updating of covered patient accounts
D. Training staff on recognition and response to identify theft red flags
